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Abstract

It is hard to build robust systems:systemsthat have accept-
ablebehavior over a larger classof situations than wasarnticipated
by their designers.The most robust systemsare ewlvable: they
can be easily adapted to new situations with only minor mod-
i cation. How can we design systemsthat are exible in this
way?

Obsenations of biological systemstell us a great deal about
how to make robust and ewlvable systems. Tedniques origi-
nally deweloped in support of synmbolic Arti cial Intelligencecan
be viewed as ways of enhancingrobustnessand ewlvability in
programs and other engineeredsystems. By cortrast, common
practice of computer scienceactively discouragesthe construc-
tion of robust systems.



Robustness

It is dicult to designa medanism of generalutilit y that doesany partic-
ular job very well, so most engineeredsystemsare designedto perform a
speci ¢ job. General-purposeinvertions, sud as the screwfastener, when
they appear, are of great signi cance. The digital computer is a break-
through of this kind, becaussit is a universalmadine that can simulate any
other information-processingnacine. We write software that con gures our
computersto e ect this simulation for the speci ¢ jobs that we needdone.

We have beendesigningour software to do particular jobs very well, asan
extensionof our past engineeringpractice. Ead pieceof software is designed
to do a relatively narrow job. As the problem to be solwed changes,the
software must be changed. But small changesto the problem to be solved
do not ertail only small changesto the software. Software is designedtoo
tightly for there to be much exibilit y. As a consequencesystemsdo not
ewlve gracefully They are brittle and must be replacedwith ertirely new
designsas the problem domain ewlves! This is slov and expensie.

Our engineeredsystemsdo not have to be brittle. The Internet has
adapted from a small systemto one of global scale. Our cities ewlve or-
ganically, to accommalate new businessmodels, life styles, and means of
transportation and comnunication. Indeed, from obsenation of biological
systemswe seethat it is possibleto build systemsthat canadapt to changes
in the ervironmert, both individually and asan ewlutionary ensenble. Why
is this not the way we designand build most software? There are historical
reasonsput the main reasonis that we don't know how to do this generally
At this momert it is an acciden if a systemturns out to berobust to changes
in requiremerts.

Redundancy and degeneracy

Biological systemshave ewlved a great deal of robustness.One of the char-
acteristics of biological systemsis that they are redundart. Organs sud
asthe liver and kidney are highly redundart: there is vastly more capacity

10Of course,there are somewonderful exceptions. For example, EMACE6] is an exten-
sible editor that has ewolved gracefully to adapt to changesin the computing environment
and to changesin its user's expectations. The computing world is just beginning to ex-
plore \engineered frameworks," for example, Microsoft's .net and Sun's Java. Theseare
intended to be infrastructures to support ewolvable systems.



than is necessaryto do the job, soa personwith a missingkidney su ers no
obvious incapacity. Biological systemsare also highly degenerate:there are
usually many ways to satisfy a given requiremen.? For example,if a nger is
damaged,there are ways that the other ngers may be con gured to pick up
an object. We canobtain the necessaryenergyfor life from a great variety of
sources:we can metabolize carbohydrates, fats, and proteins, even though
the medanismsfor digestionand for extraction of energyfrom ead of these
sourcesis quite distinct.

The geneticcode s itself degeneratejn that the map from codons(triples
of nucleotides)to amino acidsis not one-to-one:there are 64 possiblecodons
to specify only about 20 possibleamino acids.[19] As a consequencemany
point mutations do not change the protein specied by a coding region.
This is oneway variation canaccurnulate without obvious phenotypic conse-
guences.If a geneis duplicated (not an uncommonoccurrence),the copies
may divergesilertly, allowing the developmen of variants that may become
valuablein the future, without interfering with currert viability. In addition,
the copiescan be placedunder di erent transcriptional cortrols.

Degeneracyis a product of ewlution, and it certainly enablesewlution.
Probably degeneracyis itself selectedfor becauseonly creaturesthat have
signi cant amourts of degeneracyare su cien tly adaptableto allow survival
as the ervironment changes. For example, supposewe have somecreature
(or engineeredsystem)that is degeneratein that there are seweral very dif-
ferert interdependert medanismsto achieve eat essetial function. If the
ervironmert changes(or the requiremens change)sothat oneof the ways of
achieving an essetial function becomeauntenable, the creaturewill continue
to live and reproduce (the systemwill cortinue to satisfy its speci cations).
But the subsystemthat has becomeinoperative is now open to mutation
(or repair), without impinging on the viability (or current operation) of the
systemas a whole.

Engineeredsystemsmay incorporate someredundancy in critical systems
where the cost of failure is extreme. But they almost newer intentionally
incorporate degeneracyof the kind found in biological systems,exceptas a
sidee ect of designsthat are not optimal.3

2Although clear in extreme cases the distinction biologists make betweenredundancy
and degeneracyis fuzzy at the boundary. For more information see[8].

3Indeed, one often hearsargumerts against building exibilit y into an engineeredsys-
tem. For example, in the philosophy of the computer language Python it is claimed:
\There should be oneland preferably only one|ob vious way to do it."[25] Sciencedoes
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Exploratory Behavior

One of the most powerful medanisms of robustnessin biological systems
is exploratory behavior.* The ideais that the desiredoutcomeis produced
by a generate-and-testmedanism. This organization allows the generator
medanismto be generaland to work independertly of the testing medanism
that acceptsor rejectsa particular generatedresult.

For example,an important componert of the rigid skeletonthat supports
the shape of a cell is an array of microtubules. Each microtubule is madeup
of protein units that aggregateto form the microtubule. Microtubules are
cortinually createdand destroyed in a living cell; they are created growing
out in all directions. Howewer, only microtubulesthat encouner a stabilizer
in the cell membraneare stable, thus supporting the shape determinedby the
positions of the stabilizers. So the medanism for growing and maintaining
a shape is relatively independen of the medanism for specifying the shape.
This medanism partly determinesthe shapes of marny types of cellsin a
complexorganism,and it is almost universalin metazoans.

Exploratory behavior appearsat all levels of detail in biological systems.
The nervous systemof a growing enbryo producesa vastly larger number of
neuronsthan will persistin the adult. Thoseneuronsthat nd appropriate
targets in other neurons,sensoryorgans, or muscleswill survive and those
that nd notargetskill themsehes. The handis fashionedby production of a
pad and deletion, by apoptosis, of the material betweenthe ngers. [34] Our
bonesare cortinually being remaodeled by osteoblasts(which build bone)
and ostecclasts (which destroy bone). The shape and size of the bonesis
determined by constrairnts determined by their ervironment: the parts that
they must be assaiated with, sud asmuscles ligamerts, tendons,and other
bones.

Becausethe generator need not know about how the tester acceptsor
rejectsits proposals,and the tester neednot know how the generatormakes
its proposals, the two parts can be independerily deweloped. This makes
adaptation and ewlution more e cient, becausea mutation to one or the
other of thesetwo subsystemaeednot be accompaniedoy a complemetary

not usually proceedthis way: In classicalmedanics, for example,one can construct equa-
tions of motion using Newtonian vectoral mechanics, or using a Lagrangian or Hamiltonian
variational formulation.[30] In the caseswvhereall three approachesare applicable they are
equivalent, but eat hasits advantagesin particular contexts.

4This thesisis nicely explored in the book of Kirschner and Gerhart.[17]



mutation to the other. Howewer, this isolation is expensive becauseof the
wastede ort of generationand rejection of failed proposals.

Indeed, generateand test is a metaphor for all of ewlution. The med-
anisms of biological variation are random mutations: modi cations of the
geneticinstructions. Most mutations are neutral in that they do not directly
aect tness becauseof degeneracyin the systems. Natural selectionis the
test phase. It doesnot depend on the method of variation, and the method
of variation doesnot articipate the e ect of selection.

There areevenmorestriking phenomena:evenin closelyrelated creatures
somecomponerts that end up almost idertical in the adult are constructed
by ertirely dierent medanismsin the enbryo.® For distant relationships
divergent medanismsfor constructingcommonstructures may be attributed
to \convergen ewlution,” but for closerelativesit is more likely evidence
for separationof levels of detail, in which the result is speci ed in a way that
is somewhatindependert of the way it is accomplished.

Compartmen ts and localization

Every cell in our bodiesis a descendan of a singlezygote. All the cellshave
exactly the samegenetic endovmert (about 1GByte of ROM!). Howewer
there are skin cells, neurons,musclecells, etc. The cellsorganizethemsehes
to be discretetissues,organs,and organ systems. This is possiblebecause
the way a cell di erentiates and specializesdependson its ervironment. Al-
most all metazoanssharehomeolox genes,sud asthe Hox complex. Sud
genesproduce an approximate coordinate systemin the deweloping animal,
separatingthe deweloping animal into distinct locales® The localesprovide
cortext for a cell to di erentiate. And information derived from cortact with
its neighbors producesmore cortext that selectsparticular behaviors from

5The corneaof a chick and the corneaof a mouseare almost identical, but the mor-
phogenesiof thesetwo are not at all similar: the order of the morphogeneticeverts is not
even the same. Bard [4] section 3.6.1 reports that having divergert methods of forming
the samestructures in di erent speciesis common. He quotesa number of examples. One
spectacular caseis that the frog Gastrotheca riobamtae (recertly discovered by delPino
and Elinson [7]) developsordinary frog morphology from an embryonic disk, whereasother
frogs develop from an approximately spherical embryo.

5This is a very vague description of a complex processinvolving gradients of mor-
phogens. | do not intend to get more precise here, as this is not a paper about biology,
but rather about how biology informs engineering.



the possiblebehaviors that are available in its geneticprogram.’

This kind of organization has certain clear advantages. Flexibility is
enhancedby the fact that the signalingamongcellsis permissiwe rather than
instructive. That is, the behaviors of cells are not encaded in the signals;
they are separately expressedn the genome. Combinations of signalsjust
enablesomebehaviors and disableothers. This weaklinkageallows variation
in the implemertation of the behaviors that are enabledin various locales
without modi cation of the medanismthat de nes the locales. So systems
organizedin this way are ewlvable in that they can accomalate adaptive
variation in somelocaleswithout changing the behavior of subsystemsin
other locales.

Good engineeringhas a similar avor, in that good designsare modular.
Considerthe designof a radio receiwer. There are se\eral grand\b ody plans”
that have beendiscorered, sud asdirect conversion, TRF (tuned radio fre-
guency), and superheteralyne. Ead has a sequenceof locales,de ned by
the engineeringequivalert of a Hox complex,that patterns the systemfrom
the antenna to the output transducer. For example,a superheteralyne has
the following locales:

Antenna: RF : Converter : IF : Detector : AF : Transducer

Ead locale can be instantiated in many possibleways. The RF sectionmay
be just a Iter, or it may be an elaborate Iter and ampli er combination.
Indeed, somesectionsmay be recursiwely elaborated (as if the Hox complex
were duplicated!) to obtain multiple-conversionreceiers.

Of course,unlike biological medanisms,in analogelectronicsthe compo-
nerts are usually not universalin that eacy componert can, in principle, act
asany other componert. But in principle there are universalelectrical build-
ing blocks (programmablecomputerwith analoginterfacesfor example!). For
low-frequencyapplications one can build analog systemsfrom sud blocks.
If eah block had all of the code requiredto be any block in the system,but
was specialized by interactions with its neighbors, and if there were extra
unspecialized\stem cells" in the padage, then we could imagine building
self-recon guring and self-repairinganalog systems.

"We have investigated someof the programming issuesinvolved in this kind of devel-
opmert in our Amorphous Computing project.[2]



The structure of compartmerts in biological systemsis supported by an
elaborate infrastructure. One important componert of this infrastructure
is the ability to dynamically attach tags to materials being manipulated.
For example,in eukaryotic cells, proteins are constructedwith tags describ-
ing their destinations. [19] For example, a transmenbrane protein, which
may be part of an ion-transport pore, is directed to the plasmamenbrane,
whereassomeother protein might be directed to the golgi apparatus. There
are medanismsin the cell (themseles made up of asserblies of proteins)
to recognizethesetags and e ect the transport of the parts to their des-
tinations. Taggingis also usedto clean up and dispose of various wastes,
sud as protein moleculesthat did not fold correctly or that are no longer
needed.Sud proteins are tagged (ubiquinated) and carried to a proteasome
for degradation.

This structure of compartmerns is also supported at higher levels of or-
ganization. There are tissuesthat are specializedto becomeboundariesof
compartmerts, and tubesthat interconnectthem. Organsare bounded by
sud tissuesand interconnectedby sud tubes, and the ertire structure is
padkagedto t into coelems,which are cavities lined with specializedtissues
in higher organisms.

Defense, repair, and regeneration

Biological systemsare always under attack from predators, parasites, and
invaders. They have deweloped elaborate systemsof defense,ranging from
restriction enzyme$8 in bacteria to the immune systemsof mammals. Ad-
vancedsystemsdepend on cortinuousmonitoring of the externaland internal
ervironmert, and medanismsfor distinguishing self from other.

In a complexorganismderived from a single zygote every cell is, in prin-
ciple, able to perform the functions of every other cell. Thus there is redun-
dancy in numbers. But even more important is the fact that this provides
a medanism for repair and regeneration. A complexorganismis a dynami-
cally recon gurable structure madeout of potentially universalinterchange-

8A restriction enzymecuts DNA moleculesat particular sites that are not part of the
genomeof the bacterium, thus providing some defenseagainst viruses that may contain
such sites in their genome. One could imagine an analogouscomputational engine that
stops any computation containing a sequenceof instructions that doesnot occur in the
code of the operating system. Of course, a deliberately constructed virus (biological or
computational) may be designedto elude any such simple restriction-enzyme structure.



able and reproducible parts: if a part is damaged,nearby cells can retarget
to Il in the gap and take on the function of the damagedpart.

The computer software industry has only recerly begunto understand
the threats from predators, parasites,and invaders. The early software sys-
tems were built to work in friendly, safeervironmens. But with the glob-
alization of the network and the dewlopmen of economicstrategiesthat
depend on attacking and coopting vulnerable systems,the ernvironmert has
changedto a substartially hostile one. Current defensessud as antivirus
and arntispam software, are barely e ective in this ervironmen (although
there are signi cant attempts to dewelop biologically-inspired computer\im-
mune systems").

One serious problem is monoculture. Almost eweryone usesthe same
computer systems,greatly increasingthe vulnerability. In biological systems
there are giant neutral spacesallowing greatvariation with negligiblechange
in function: humans can have one of seeral blood types;there are humans
of di erent sizes,shapes, colors, etc. But they are all human. They all have
similar capabilitiesand can all live in a great variety of ervironmens. They
communicate with language!Howewer, not all humanshave the samevulner-
abilities: peopleheterozygoudor the sikle-celltrait have someresistanceto
malaria.

In our engineeredsystemswe have not, in general,taken advantage of this
kind of diversity. We have not yet made useof the diversity that is available
in alternate designs,or even usedthe variation that is available in silert mu-
tations. Part of the reasonis that there is econony in monaoculture. But this
econony is short-sighted and illusory, becauseof the extreme vulnerability
of monoculture to deliberate and ewlved attack.

Biological systemshave substartial abilities to repair damage, and, in
some cases,to regeneratelost parts. This ability requires extensive and
cortinuous self-monitoring, to notice the occurrenceof damageand initiate
a repair process. It requiresthe ability to mobilize resourcedor repair and
it requiresthe information about how the repair is to be e ected.

Systemsthat build structure using exploratory behavior can easily be co-
opted to suppport repair and regeneration. Howeer, it is still necessaryto
cortrol the exploratory proliferation to achieve the desiredend state. This
appearsto be arrangedwith homeostaticconstraint medanisms. For exam-
ple, a wound may require the production of new tissue to replacethe lost
material. The new tissue needsto be supplied with oxygen and nutrients,
and it needswastesremoved. Thus it must be provided with new capillar-
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ies that correctly interconnect with the circulatory system. Cells that do
not get enoughoxygen produce hormonesthat stimulate the proliferation of
blood vesselsin their direction. Thus, the medanismsthat build the cir-
culatory system neednot know the geometry of the target tissues. Their
critical missionis achieved by exploration and local constrairt satisfaction.
Sud medanismssupport both morphogenesisn the enmbryo and healingin
the adult.

There are very few engineeredsystemsthat have substartial ability for
self-repairand regeneration.High-quality operating systemshave\ le-system
sahagers"that ched the integrity of the le systemand useredundancyin
the le systemto repair broken structures and to regeneratesomelost parts.
But this is an exceptionalcase.How canwe make this kind of self-monitoring
and self-repairthe rule rather than the exception?

In both cases,defenseand repair, a key componert is awareness|the
ability to monitor the ervironment for imminent threats and one's self for
damage.

Comp osition

Large systemsare composed of many smaller componerts, ead of which
cortributes to the function of the whole either by directly providing a part
of that function or by cooperating with other componerts by being inter-
connectedin somepattern speci ed by the systemarchitect to establisha
required function. A certral problemin systemengineeringis the establish-
mert of interfacesthat allow the interconnectionof componerts sothat the
functions of thosecomponerts canbe conmbined to build compound functions.

For relatively simple systemsthe systemarchitect may make formal spec-
i cations for the variousinterfacesthat must be satis ed by the implemerters
of the componerts to be interconnected.Indeed,the amazingsucces®f elec-
tronics is basedon the fact that it is feasibleto make sud speci cations
and to meetthem. High-frequencyanalogequipmert is interconnectedwith
coaxial cable with standardizedimpedancecharacteristics, and with stan-
dardizedfamilies of connectors[3] Both the function of a component and its
interface behavior can usually be speci ed with only a few parameters.[14]
In digital systemsthings are even more clear. There are static speci cations
of the meaningsof signals(the digital abstraction). There are dynamic speci-
cations of the timing of signals.[32] And there are medanical speci cations



of the form-factors of componerts.®

Unfortunately, this kind of a priori speci cation becomesprogressiely
moredi cult asthe complexity of the systemincreases? The speci cations
of computer software componerts are often enormouslycomplicated. They
aredi cult to constructandit isevenmoredi cult to guarartee compliance
with sud a speci cation. Many of the fragilities assaiated with software are
due to this complexity.

By cortrast, biology constructs systemsof enormouscomplexity without
very large speci cations. The human genomeis about 1 GByte. This is
vastly smallerthan the speci cations of a major computer operating system.
How could this possiblywork? We know that the various componerts of the
brain are hooked together with enormousbundles of neurons, and there is
nowherenear enoughinformation in the genometo specify that interconnect
in any detail. What is likely is that the various parts of the brain learn to
comnunicate with ead other, basedon the fact that they shareimportant
experiences.Sothe interfacesmust be self-con guring, basedon somerules
of consistencyinformation from the environment, and extensiwe exploratory
behavior. This is pretty expensiwe in boot-up time (it takes someyearsto
con gure a working human) but it provides a kind of robustnessthat is not
found in our engineerecertities to date.

The Cost

\T o the optimist, the glassis half full. To the pessimist,the glass
is half empty. To the engineer,the glassis twice as big asit needsto
be."

9The TTL Data Book for Design Engineers [31] is a classicexample of a successfulset
of speci cations for digital-system componerts. It speci es seweral internally consistert
\families" of small-scaleand medium-scaleintegrated-circuit componerts. The families
dier in such characteristics as speed and power dissipation, but not in function. The
speci cation describesthe static and dynamic characteristics of eac family, the functions
available in ead family, and the physical padkaging for the componerts. The families are
crossconsistert as well as internally consistent in that ead function is available in eath
family, with the samepackaging and a consistet homenclature for description. Thus a
designermay designa compound function and later choosethe family for implementation.
Every good engineer(and biologist!) should be familiar with the lessonsin the TTL Data
Book.

0Wwe could specify that a chess-plging program plays a legal game|that it doesn't
cheat, but how would one begin to specify that it plays a good game of chess?
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author unknown

Unfortunately, generality and ewlvability require redundancy degener-
acy, and exploratory behavior. Theseare expensiwe, when looked at in iso-
lation. A medanism that works over a wide range of inputs must do more
to get the sameresult as a medanism specializedto a particular input.
A redundart medanism has more parts than an equivalert non-redundart
medanism. A degeneratemedianism appearseven more extravagart. Yet
these are ingredierts in ewlvable systems. To make truly robust systems
we must be willing to pay for what appearsto be a rather elaborate infras-
tructure. The value, in enhancedadaptability, may be even more extreme.
Indeed, the costof our brittle infrastructure probably greatly exceedshe cost
of a robust design,both in the cost of disastersand in the lost opportunity
costsdue to the time of redesignand rebuilding.

The problem with correctness

But there may be an ewen bigger cost to building systemsin a way that
givesthem a range of applicablity greaterthan the set of situations that we
have consideredat designtime. Becausewe intend to be willing to apply
our systemsin cortexts for which they were not designed,we cannot be sure
that they work correctly!

We are taught that the \correctness" of software is paramourt, and that
correctnessis to be adchieved by establishingformal speci cation of compo-
nerts and systemsof componens and by providing proofs that the speci -
cations of a conbination of componerts are met by the speci cations of the
componerts and the pattern by which they are combined. | assertthat this
discipline enhanceghe brittleness of systems. In fact, to make truly robust
systemswe must discard sud a tight discipline.

The problem with requiring proofs is that it is usually harder to prove
generalpropertiesof generalmedanismsthan it isto prove special properties
of specialmedanismsusedin constrainedcircumstances.This encouragesis
to make our parts and conmbinations as special as possiblesowe can simplify
our proofs.

| am not arguing against proofs. They are wonderful when available.
Indeed, they are essetial for critical systemcomponerts, sud as garbage
collectors(or ribosomes!).Howewer, even for safely-critical systems,sud as
autopilots, the restriction of applicability to situations for which the systemis
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provably correct asspeci ed may actually cortribute to unnecessaryailure.
Indeed, we want an autopilot to make a good-faith attempt to safely y an
airplane that is damagedin a way not anticipated by the designer!

| am arguing against the discipline of requiring proofs: The requiremen
that ewverything must be proved to be applicable in a situation beforeit is
allowedto be usedin that situation excessiely inhibits the useof techniques
that could enhancethe robustnessof designs.This is esgecially true of tech-
niquesthat allow a method to be used,on atight leash,outside of its proven
domain, and techniquesthat provide for future expansionwithout putting
limits on the ways things can be extended.

Unfortunately, many of the techniques| advocate make the problem of
proof much more di cult, if not practically impossible. On the other hand,
sometimeshe bestway to attack a problemis to generalizet until the proof
becomessimple.

Infrastructure to Supp ort Generalizabilit vy

We warnt to build systemsthat can be easily generalizedbeyond their initial
use. Let's considertechniquesthat can be applied in software design. |
am not advocating a grand schemeor language,sud as Planner, but rather
infrastructure for integrating eat of thesetechniqueswhen appropriate.

Generalit y of parts

The most robust systemsare built out of families of parts, where ead part
is of very generalapplicability. Sud parts have acceptablebehavior over a
much wider classof conditions than is neededfor any particular application.
If, for example,we have parts that produceoutputs for giveninputs, we need
the range of acceptableinputs for which the outputs are sensibleto be very
broad. To usea topological metaphor, the classof acceptableinputs for any
componert usedin a solution to a current problem should be an \op en set"
surroundingthe inputs it will encouner in actual usein the current problem.

Furthermore, the range of outputs of the parts over this wide range of
inputs should be quite small and well de ned: much smallerthan the range
of acceptableinputs. This is analogousto the static discipline in the digi-
tal abstraction that we teach to studerts in introductory computer systems
subjects.[39 The power of the digital abstraction is that the outputs are al-
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ways better than the acceptableinputs, soit suppressesioise. Using more
general parts builds a degreeof exibilit y into the ertire structure of our
systems. Small perturbations of the requirements can be adjusted to with-
out disaster, becauseevery componert is built to acceptperturbed (noisy)
inputs.

There are a variety of techniquesto help us make families of componerts
that are more generalthan we anticipate needingfor the applications under
considerationat the time of the designof the componens. Thesetechniques
are not new. They are commonly used, often unconsciouslyto help us con-
guer someparticular problem. Howewer, we have no uni ed understanding
or commoninfrastructure to support their use. Furthermore, we have de\el-
oped a culture that considersmany of thesetechniquesdangerousor dirty.
It is my intention to exposethesetechniquesin a unied conext sowe can
learn to exploit them to make more robust systems.

Extensible generic operations

One good ideais to build a systemon a substrate of extensiblegenericop-
erators. Modern dynamically typed programming languagesusually have
built-in arithmetic that is genericover a variety of typesof numerical quarti-

ties, sud asintegers, oats, rationals, and complexnumbers.[28 15, 24] This
is already an advantage, but it surely complicatesreasoningand proofs and
it makesthe implemertation much more complicatedand somewhatlesse -

ciert than simpler systems.Howewer, | am consideringan even more general
stheme, whereit is possibleto de ne what is meart by addition, multipli-

cation, etc., for new datatypesunimaginedby the languagedesigner. Thus,
for example,if the arithmetic operators of a systemare extensiblegenerics,
a usermay extend them to allow arithmetic to be extendedto quaternions,
vectors, matrices, integers modulo a prime, functions, tensors, di erential

forms,.... This is not just making new capabilities possible;it alsoextends
old programs, so a program that was written to manipulate simple numeri-
cal quartities may becomeusefulfor manipulating scalar-\alued functions !

1A mechanism of this sort is implicit in most \ob ject-oriented languages,” but it is
usually buried in the details of ontological mechanisms such asinheritance. The essetial
idea of extensible genericsappearsin SICP [1] and is usefully provided in tinyCLOS [18]
and SOS[12]. A system of extensible generics,based on predicate dispatching, is used
to implement the mathematical represenation systemin SICM [30]. A nice exposition of
predicate dispatching is given by Ernst [9].
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Howe\er, there is a risk. A program that dependson the comnutativit y of
numerical multiplication will certainly not work correctly for matrices. (Of
course,a program that dependson the exactnessof operations on integers
will not work correctly for inexact oating-p oint numberseither.) This is ex-
actly the risk that comeswith ewlution|some mutations will be fatal' But
that risk must be balancedagainstthe costof not trying to usethe program,
in a pinch.

On the other hand, somemutations will be extremelyvaluable. For exam-
ple, it is possibleto extend arithmetic to synbolic quartities. The simplest
way to do this is to make a genericextensionto all of the operatorsto take
symbolic quartities as argumerts and return a data structure represeting
the indicated operation on the argumerts. With the addition of a simpli er
of algebraic expressionsve suddenly have a symbolic manipulator. This is
very usefulin debuggingpurely numerical calculations, becausef they are
given symbolic argumerts we can examinethe resulting symbolic expressions
to make surethat the programis calculating what we intend it to. It is also
the basisof a partial evaluator for optimization of numerical programs. And
functional di erentiation can be viewed as a genericextensionof arithmetic
to a hyperreal datatype.?

Extensible genericoperations are not for the faint of heart. The ability
to extend operators after the fact gives both extreme exibilit y and whole
new classesof bugs! It is probably impossibleto prove very much about a
program when the primitiv e operations can be extended,exceptthat it will
work when restricted to the typesit was de ned for. This is an easybut
dangerouspath for generalization.

Extensible genericoperations, and the interoperation of interpreted and
compiledcode, imply that data must be taggedwith the information required
to decidewhich proceduresare to be usedfor implemerting the indicated
operations. But oncewe have the ability to tag data there are other uses
tags can be put to. For example,we may tag data with its provenance,or
how it was derived, or the assumptionsit was basedon. Sud audit trails
may be essetial for accessortrol, for tracing the use of sensitive data, or
for debuggingcomplexsystems.[3B Thus we can get power by being able to
attach arbitrary tagsto any data item, besidesthe tags usedfor determining
generics.

12The scmutils  systemwe useto teach classicalmechanics [30] implemerts di eren ti-
ation in exactly this way.
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Generate and test

We normally think of generateand test, and its extremeusein seard, asan
Al technique. Howeer, it can be viewed as a way of making systemsthat

are modular and independerily ewlvable, asin the exploratory behavior of
biological systems. Consider a very simple example: suppose we have to
solve a quadratic equation. There are two roots to a quadratic. We could
return both, and assumethat the userof the solution knows how to dealwith

that, or we could return one and hope for the best. (The canonicalsqrt

routine returns the positive squareroot, even though there are two square
roots!) The disadwantage of returning both solutionsis that the receiver of
that result must know to try his computation with both and either reject one,
for good reason,or return both results of his computation, which may itself
have made somechoices. The disadwantage of returning only one solution is
that it may not be the right onefor the receiwer's purpose.

A better way to handle this is to build a badktracking medanism into
the infrastructure.[10, 13,21, 1] The square-rat procedureshouldreturn one
of the roots, with the option to changeits mind and return the other one
if the rst choiceis determinedto be inappropriate by the receiwer. It is,
and should be, the receiwer's responsibility to determine if the ingredierts
to its computation are appropriate and acceptable. This may itself require
a complex computation, involving choiceswhoseconsequencesay not be
apparer without further computation, sothe processs recursive. Of course,
this getsusinto potentially deadly exponertial sear@iesthrough all possible
assignmets to all the choicesthat have beenmadein the program. As usual,
modular exibilit y can be dangerous.

But if the choice medanism attaches a tag describingits state to the
data it selects,and if the primitiv e operations that conbine data combine
these tags correctly, one can always tell which choicesconributed to any
particular piece of data. With sud a system, sear& can be optimized so
that only relevant choicesmust be consideredin any particular bacdtrack.
This is the essenceof dependency-directedbadktracking. [27, 11, 20, 29 If
sud a systemis built into the infrastructure then exploratory behavior canbe
ase cient asany explicit manipulation of setsof choices,without a program
having to know which contributors of data to its inputs are actually setsof
possibilities. It does, howewer, incur the overheadof a program testing for
consistencyof its results and rejecting them if necessary Of course,this is
important in any systemintendedto be reliable aswell asrobust.
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Constrain ts generalize pro cedures

Consideran explicit integrator for a systemof ordinary di erential equations,
sud asthe Bulirsch-Stoer algorithm.[6, 23] The description of the ODESs for
sud an integrator is a system-deriative procedure that takes a state of
the system and gives badk the derivative of the state. For example, the
system derivative for a driven harmonic oscillator takes a structure with
componerts the time, the position, and the velocity and returns a vector of 1
(dt/dt), the velocity, and the acceleration. The systemderivative hasthree
parameters: the damping constar, the squareof the undamped oscillatory
frequency and the drive function. The natural frequenciesare determinedby
a quadratic in the rst two parameters. The sum of the natural frequencies
is the damping constart and the product of the natural frequenciesis the
squareof the undamped oscillatory frequency We can also de ne a Q for
sud a system. In any particular physical system,sud as a series-resonan
circuit, there are relationshipsbetweentheseparametersand the inductance,
the capacitance,and the resistanceof the circuit. Indeed, one may specify
the systemderivative in many ways, sud as the oscillatory frequency the
capacitance,and the Q. There is no reasonwhy this should be any harder
than specifying the inductance, the resistance,and the capacitance.

If we have a set of quartities and relations amongthem we can build a
constrairt network that will automatically derive someof the quartities given
the valuesof others. By including the parametersof the systemderivative in
aconstrairt network we greatly increasethe generality of its application with-
out any lossof e ciency for numerical integration. An addedbene t is that
we can usethe constraint-propagation processto give us multiple alternative
views of the medianism being simulated: we can attach a spring, mass,and
dashpot constrairt network to our seriesRLC constrairt network and think
about the inertia of the current in our inductor. The infrastructure needed
to support sud a constrain-directed invocation medanism is inexpensie,
and the truth-main tenancesystemneededto track the dependenciess the
samemedanismneededo implemert the dependency-directecbadtracking
descriled above.

But constrairts give us more than a support for generality. Constraints
that dynamically test the integrity of data structures and hardware can be
usedto notice and signal damage. Sud medanismsmay be able to encap-
sulate damagesothat it doesnot spread,and trigger defensemedanismsto
ght the damagingagen. Also, if we make systemsthat build themseles
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using generate-and-testmedanisms cortrolled by constrairts that enforce
requiremens on the structure of the result we can build systemsthat can
repair someforms of damageautomatically.

Degeneracy in engineering

In the designof any signi cant systemthere are many implemertation plans
proposedfor every componert at every level of detail. However, in the system
that is nally delivered this diversity of plans is lost and usually only one
uni ed plan is adoptedandimplemeried. As in an ecologicalsystem,the loss
of diversity in the traditional engineeringprocesshas seriousconsequences.

We rarely build degeneracyinto programs, partly becausdt is expensiwe
and partly becausewe have no formal medanismsfor mediating its use.
Howe\er, there is a medanismfrom the Al problem-solvingworld for degen-
erate designs:goal-directedinvocation. The ideais that instead of specifying
\how" we want a goalaccomplishedpy naminga procedureto accomplishit,
we specify \what" we want to accomplish,and we link proceduresthat can
accomplishthat goal with the goal. This linkageis often donewith pattern
matching, but that is accidenal rather than essetial.

If thereis morethan oneway to accomplishthe goal, then the choiceof an
appropriate procedureis a choice point that can be registeredfor badtrack-
ing. Of course,besideausinga badtrack seard for choosinga particular way
to accomplisha goalthere are other ways that the goalcaninvoke degenerate
methods. For example,we may want to run seeral possibleways to solve a
problem in parallel, choosingthe onethat terminates rst.

Supposewe have seeral independerily implemerted proceduresall de-
signedto solwe the same (imprecisely speci ed) generalclassof problems.
Assumefor the momert that ead designis reasonablycompetert and ac-
tually works correctly for most of the problemsthat might be encourtered
in actual operation. We know that we can make a more robust system by
combining the given proceduresinto a larger systemthat independerly in-
vokesead of the given proceduresand comparestheir results, choosingthe
best answer on ewery problem. If the combination hasindependern ways of
determining which answers are acceptablewe are in very good shape. But
ewven if we are reducedto voting, we get a systemthat can reliably cover a
larger spaceof solutions. Furthermore, if sud a system can automatically
log all caseswhere one of the designsfails, the operational feedba& can be
usedto improve the performanceof the procedurethat failed.
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This degeneratedesignstrategy can be usedat ewery level of detail. Ev-
ery componernt of ead subsystemcan itself be soredundartly designedand
the implemertation can be structured to usethe redundart designs. If the
componert pools arethemsehessharedamongthe subsystemswe get a con-
trolled redundancythat is quite powerful. Howewer, we can do ewen better.
We can provide a medanism for consistencycheding of the intermediate
results of the independertly designedsubsystems,even when no particular
value in one subsystemexactly correspndsto a particular value in another
subsystem.

For a simple example,supposewe have two subsystemghat areintended
to deliver the sameresult, but computedin completely di erent ways. Sup-
posethat the designersagreethat at somestagein one of the designs,the
product of two of the variablesin that designmust be the sameasthe sum
of two of the variablesin the other design® There is no reasonwhy this
predicate should not be computedassoon asall of the four valuesit depends
upon becomeavailable, thus providing consistencycheding at run time and
powerful debugginginformation to the designers.This canbe arrangedusing
a locally enbeddedconstraint network.

Again, if we make systemsthat build themsehesusing generate-and-test
medanismscortrolled by constraints that enforcerequiremens on the struc-
ture of the result, we will get signi cant natural degeneracybecausethere
will in generalbe multiple proposalsthat are acceptedby the constrairts.
Also, becauseof the ervironmental di erencesamongthe instancesof the sys-
temsto be built we will automatically get variation from systeminstanceto
systeminstance. This neutral spacevariation will give substartial resistance
to invasion.

Infrastructure  to Supp ort Robustness
and Evolvabilit y

Com binators

If the systemswe build are made up from members of a family of mix-and-
match componerts that conbine to make new menbers of the family (by

13This is actually a real case: in variational medanics the sum of a Lagrangian for
a system and the Hamiltonian related to it by a Legendre transformation is the inner
product of the generalizedmomertum 1-form and the generalizedvelocity vector.[3(
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obeying a predeterminedstandard protocol of interconnect), bigger pertur-
bations of the requiremerts are more easily addressedby rearrangemen of
high-level componerts.

But how do we arrangeto build our systemsby combining elemeits of
a family of mix-and-match componerts? One method is to idertify a set of
primitiv e componerts and a set of combinators that conbine componerts so
asto make compound componerts with the sameinterface as the primitiv e
componerts. Sud setsof combinators are sometimesexplicit, but more often
implicit, in mathematical notation.

The useof functional notation is just sud a discipline. A function hasa
domain, from which its argumerns are selected,and a range of its possible
values. There are conmbinators that produce new functions as combinations
of others. For example,the composition of functions f and g is a newfunction
that takesargumerts in the domain of g and producesvaluesin the range
of f. If two functions have the samedomain and range, and if arithmetic is
de ned on their commonrange,then we can de ne the sum (or product) of
the functions asthe function that when given an argumert in their common
domain, is the sum (or product) of the valuesof the two functions at that
argumen. Languageshat allow rst-class proceduresprovide a medanism
to support this meansof conbination, but what really matters is a good
family of pieces.

There are ertire families of combinators that we can usein programming
that we don't normally think of. Tensorsare an extensionof linear algebrato
linear operatorswith multiple argumeris. But the ideais more generalthan
that: the \tensor combination” of two proceduresis just a new procedure
that takesa data structure combining argumerts for the two procedures. It
distributes those argumerts to the two procedures,producing a data struc-
ture that combinesthe valuesof the two procedures.The needto unbundle
a data structure, operate on the parts separately and rebundle the results
is ubiquitous in programming. There are many sudh common patterns. It
is to our advantage to exposeand abstract theseinto a commonlibrary of
combinators.

We may use constrairts when we model physical systems. Physical sys-
tems have conseration laws that are expressedn terms of dual variables,
sud astorque and angular velocity, or voltage and currert. Primitiv e con-
straints and conbinators for sud systemsare a bit more complex, but some
have beenworked out in detail. For example,the wonderful martha sys-
tem of Peneld gives a complete set of combinators for electrical circuits
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represeted in terms of parts with two-terminal ports. [22]

Contin uations

There are now computer languagesthat provide accesdo rst-class cortin-
uations. This may seemto be a very esotericconstruct, when introducedin
isolation, but it enablesa variety of cortrol structuresthat canbe employed
to substartially improve the robustnessof systems.

A cortinuation is a captured cortrol state of a computation.}* If a con-
tinuation is invoked, the computation cortinuesat the place represeted by
the cortinuation. A cortinuation may represeh the act of returning a value
of a subexpressionto the evaluation of the enclosingexpression. The con-
tinuation is then a procedurethat wheninvoked returns its argumert to the
ewvaluation of the enclosingexpressionas the value of the subexpression. A
cortinuation is a rst-class object that can be passedas an argumen, re-
turned asa value, and incorporated into a data structure. It canbe invoked
multiple times, allowing a computation to be resumedat a particular point
with di erent valuesreturned by the cortinuation.

Continuations give the programmer explicit cortrol over time. A com-
putation can be captured and suspendedat one momert and restored and
cortinued at any future time. This immediately provides coroutines (coop-
erative multitasking), and with the addition of a timer interrupt medanism
we get timesharing (preemptive multitasking).

Backtrac king and concurrency

Continuations are a natural medanism to support badtracking. A choice
canbe made,and if that choiceturns out to be inappropriate, an alternative
choice can be made and its consequencesvorked out. (Wouldn't we like
real life to have this feature!) So, in our square-rmt example, the square-
root program shouldreturn the amb of both squareroots, whereamb is the
operator that choosesand returns one of them, with the option to provide
the other if the rst isrejected. The receier canthen just proceedto usethe
given solution, but if at somepoint the receiver nds that its computation

14This cortrol state is not to be confusedwith the full state of a system. The full
state is all the information required, along with the program, to determine the future of
a computation. It includes all of the current values of mutable variables and data. The
cortinuation doesnot capture the current valuesof mutable variables and data.
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does not meet some constrairt it can fail , causingthe amb operator to
reviseits choiceand return with the new choicethrough its cortinuation. In
essencethe cortinuation allows the generator of choicesto coroutine with
the receier/tester of the choices.

If there are multiple possibleways to solwe a subproblem,and only some
of them are appropriate for solving the larger problem, sequetially trying
them as in generate-and-testis only one way to proceed. For example, if
someof the choicesleadto very long (perhapsin nite) computationsin the
tester while others may succeedor fail quickly, it is appropriate to allocate
eat choice to a thread that may run concurrerly. This requires a way
for threads to comnunicate and perhapsfor a successfukhread to kill its
siblings. All of this can be arrangedwith cortinuations, with the thread-to-
thread communications organizedaround transactions.

Arbitrary  association

The ability to annotate any pieceof data with other data is a crucial meda-
nismin building robust systems.The attachmert of metadatais a generaliza-
tion of the tagging usedto support extensiblegenericoperations. Additional
tags, labeling the data with the choicesleadingto its derivation, may be used
to support dependency-directedbactracking. Sometimesit is appropriate
to attach a detailed audit history, describingthe derivation of a data item,
to allow somelater processto usethe derivation for somepurposeor to eval-
uate the validity of the derivation for debugging. For many missions,sud
as legal argumerts, it is necessaryto know the provenanceof data: where
it was collected, how it was collected, who collectedit, how the collection
was authorized, etc. The detailed derivation of a piece of evidence,giving
the provenanceof eat cortribution, may be essetial to determining if it is
admissablein a trial.

Assciations of data items can be implemerted by many medanisms,
sud as hashtables. But the implemertation may be subtle. For example,
the costof a product will in generaldependon di erent assumptionsthan the
shipping weight of the product, which may have the samenumerical value.
If the computational systemdoesnot have a di erent token for ead of these
two equalnumbers, the systemdoesnot have a way of hangingdistinct tags
on them.
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Dynamically con gured interfaces

How can entities talk whenthey don't sharea commonlanguage?A compu-
tational experimert by SimonKirby hasgivenus an inkling of how language
may have ewlved. In particular, Kirby [16] shaved, in a very simpli ed sit-
uation, that if we have a comnunity of agens that share a few semaric
structures (perhapsby having commonperceptualexperiences)and that try
to make and userules to parse eat other's utterances about experiences
they have in common,then the community ewvertually corvergessothat the
menbers share compatible rules. While Kirby's experimert is very primi-
tive, it doesgive us an idea about how to make a generalmedanismto get
disparate modulesto cooperate.

JacobBeal [5] extendedand generalizedthe work of Kirby. He built and
demonstrateda systemthat allowed computational agens to learn to com-
municate with ead other through a sparsebut uncortrolled comnunication
medium. The medium has many redundart channels,but the agens do not
have an ordering on the channels,or even an ability to namethem. Newerthe-
less,employing a coding schemereminiscen of Calvin Mooers's Zatocoding
(an early kind of hash coding), where descriptors of the information to be
retrieved are represeted in the distribution of notcheson the edgeof a card,
Mr. Bealexdiangeshe sparsenesand redundancyof the mediumfor reliable
and recon gurable communications of arbitrary complexity. Beal's sheme
allows multiple message$o be comnunicated at once,by superposition, be-
causethe probability of collision is small. Beal has shavn us new insights
into this problem, and the results may be widely applicable to engineering
problems.

Conclusion

Seriousengineeringis only a few thousand yearsold. Our attempts at de-
liberately producing very complexrobust systemsare immature at best. We
have yet to gleanthe lessonsthat biological ewlution has learned over the
last few billion years.

We have beenmore concernedwith e ciency and correctnessthan with
robustness.This is sensiblefor developing mission-critical systemsthat have
barely enoughresourcesto perform their function. Howewer, the rapid ad-
vanceof microelectronicshasalleviated the resourceproblem for most appli-
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cations. Our increasingdependenceon computational and communications
infrastructure, and the dewelopmen of ever more sophisticated attacks on
that infrastructure, make it imperative that we turn our attention to robust-
ness.

| am not advocating biomimetics; but obsenations of biological systems
give us hints about how to incorporate principles of robustnessinto our en-
gineering practice. Many of these principles are in direct conict with the
establishedpracticesof optimization and proofs of correctness.

As part of the cortinuing work to build arti cially intelligent symbolic
systemswe have, incidentally, developed technologicaltoolsthat canbe used
to support principles of robust design. For example,rather than thinking of
badktracking asa method of organizingsear&t we can employ it to increase
the generalapplicability of componerts in a complexsystemthat builds itself
to meet certain constrairts. | beliewe that we can pursuethis new synthesis
to get better hardware/software systems.
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