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Abstract

It is hard to build robust systems:systemsthat have accept-
ablebehavior over a largerclassof situations than wasanticipated
by their designers.The most robust systemsare evolvable: they
can be easily adapted to new situations with only minor mod-
i�cation. How can we design systemsthat are 
exible in this
way?

Observations of biological systemstell us a great deal about
how to make robust and evolvable systems. Techniques origi-
nally developed in support of symbolic Arti�cial Intelligencecan
be viewed as ways of enhancingrobustnessand evolvabilit y in
programs and other engineeredsystems. By contrast, common
practice of computer scienceactively discouragesthe construc-
tion of robust systems.

1



Robustness

It is di�cult to designa mechanism of generalutilit y that doesany partic-
ular job very well, so most engineeredsystemsare designedto perform a
speci�c job. General-purposeinventions, such as the screwfastener, when
they appear, are of great signi�cance. The digital computer is a break-
through of this kind, becauseit is a universalmachine that can simulate any
other information-processingmachine. We write software that con�gures our
computersto e�ect this simulation for the speci�c jobs that we needdone.

Wehave beendesigningour software to do particular jobs very well, asan
extensionof our past engineeringpractice. Each pieceof software is designed
to do a relatively narrow job. As the problem to be solved changes,the
software must be changed. But small changesto the problem to be solved
do not entail only small changesto the software. Software is designedtoo
tightly for there to be much 
exibilit y. As a consequence,systemsdo not
evolve gracefully. They are brittle and must be replacedwith entirely new
designsas the problem domain evolves.1 This is slow and expensive.

Our engineeredsystemsdo not have to be brittle. The Internet has
adapted from a small system to one of global scale. Our cities evolve or-
ganically, to accommodate new businessmodels, life styles, and meansof
transportation and communication. Indeed, from observation of biological
systemswe seethat it is possibleto build systemsthat can adapt to changes
in the environment, both individually and asan evolutionary ensemble. Why
is this not the way we designand build most software? There are historical
reasons,but the main reasonis that we don't know how to do this generally.
At this moment it is an accident if a systemturns out to be robust to changes
in requirements.

Redundancy and degeneracy

Biological systemshave evolved a great deal of robustness.One of the char-
acteristics of biological systemsis that they are redundant. Organs such
as the liver and kidney are highly redundant: there is vastly more capacity

1Of course,there are somewonderful exceptions. For example,EMACS[26] is an exten-
sible editor that hasevolved gracefully to adapt to changesin the computing environment
and to changesin its user's expectations. The computing world is just beginning to ex-
plore \engineered frameworks," for example,Microsoft's .net and Sun's Java. Theseare
intended to be infrastructures to support evolvable systems.
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than is necessaryto do the job, soa personwith a missingkidney su�ers no
obvious incapacity. Biological systemsare also highly degenerate:there are
usually many ways to satisfy a given requirement. 2 For example,if a �nger is
damaged,there are ways that the other �ngers may be con�gured to pick up
an object. We canobtain the necessaryenergyfor life from a great variety of
sources:we can metabolize carbohydrates, fats, and proteins, even though
the mechanismsfor digestionand for extraction of energyfrom each of these
sourcesis quite distinct.

The geneticcode is itself degenerate,in that the map from codons(triples
of nucleotides)to amino acidsis not one-to-one:there are 64 possiblecodons
to specify only about 20 possibleamino acids. [19] As a consequence,many
point mutations do not change the protein speci�ed by a coding region.
This is oneway variation can accumulate without obvious phenotypic conse-
quences.If a geneis duplicated (not an uncommonoccurrence),the copies
may divergesilently, allowing the development of variants that may become
valuablein the future, without interfering with current viabilit y. In addition,
the copiescan be placedunder di�erent transcriptional controls.

Degeneracyis a product of evolution, and it certainly enablesevolution.
Probably degeneracyis itself selectedfor becauseonly creaturesthat have
signi�cant amounts of degeneracyare su�cien tly adaptableto allow survival
as the environment changes. For example,supposewe have somecreature
(or engineeredsystem) that is degeneratein that there are several very dif-
ferent interdependent mechanismsto achieve each essential function. If the
environment changes(or the requirements change)sothat oneof the ways of
achieving an essential function becomesuntenable, the creaturewill continue
to live and reproduce(the systemwill continue to satisfy its speci�cations).
But the subsystemthat has becomeinoperative is now open to mutation
(or repair), without impinging on the viabilit y (or current operation) of the
systemas a whole.

Engineeredsystemsmay incorporatesomeredundancy, in critical systems
where the cost of failure is extreme. But they almost never intentionally
incorporate degeneracyof the kind found in biological systems,except as a
sidee�ect of designsthat are not optimal.3

2Although clear in extreme cases,the distinction biologists make betweenredundancy
and degeneracyis fuzzy at the boundary. For more information see[8].

3Indeed, one often hearsarguments against building 
exibilit y into an engineeredsys-
tem. For example, in the philosophy of the computer language Python it is claimed:
\There should be one|and preferably only one|ob vious way to do it."[25 ] Sciencedoes
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Exploratory Behavior

One of the most powerful mechanisms of robustnessin biological systems
is exploratory behavior.4 The idea is that the desiredoutcomeis produced
by a generate-and-testmechanism. This organization allows the generator
mechanismto begeneraland to work independently of the testing mechanism
that acceptsor rejectsa particular generatedresult.

For example,an important component of the rigid skeleton that supports
the shape of a cell is an array of microtubules. Each microtubule is madeup
of protein units that aggregateto form the microtubule. Microtubules are
continually createdand destroyed in a living cell; they are createdgrowing
out in all directions. However, only microtubules that encounter a stabilizer
in the cell membranearestable,thussupporting the shapedeterminedby the
positions of the stabilizers. So the mechanism for growing and maintaining
a shape is relatively independent of the mechanism for specifying the shape.
This mechanism partly determines the shapes of many types of cells in a
complexorganism,and it is almost universal in metazoans.

Exploratory behavior appearsat all levels of detail in biological systems.
The nervoussystemof a growing embryo producesa vastly larger number of
neuronsthan will persist in the adult. Thoseneuronsthat �nd appropriate
targets in other neurons,sensoryorgans,or muscleswill survive and those
that �nd no targetskill themselves. The hand is fashionedby production of a
pad and deletion, by apoptosis,of the material betweenthe �ngers. [34] Our
bones are continually being remodeled by osteoblasts(which build bone)
and osteoclasts (which destroy bone). The shape and size of the bonesis
determinedby constraints determinedby their environment: the parts that
they must be associated with, such asmuscles,ligaments, tendons,and other
bones.

Becausethe generator need not know about how the tester acceptsor
rejects its proposals,and the tester neednot know how the generatormakes
its proposals, the two parts can be independently developed. This makes
adaptation and evolution more e�cien t, becausea mutation to one or the
other of thesetwo subsystemsneednot be accompaniedby a complementary

not usually proceedthis way: In classicalmechanics, for example,onecan construct equa-
tions of motion usingNewtonian vectoral mechanics,or usinga Lagrangian or Hamiltonian
variational formulation.[30] In the caseswhereall three approachesare applicable they are
equivalent, but each has its advantagesin particular contexts.

4This thesis is nicely explored in the book of Kirschner and Gerhart.[17]
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mutation to the other. However, this isolation is expensive becauseof the
wastede�ort of generationand rejection of failed proposals.

Indeed, generateand test is a metaphor for all of evolution. The mech-
anisms of biological variation are random mutations: modi�cations of the
geneticinstructions. Most mutations are neutral in that they do not directly
a�ect �tness becauseof degeneracyin the systems.Natural selectionis the
test phase. It doesnot depend on the method of variation, and the method
of variation doesnot anticipate the e�ect of selection.

Thereareevenmorestriking phenomena:evenin closelyrelatedcreatures
somecomponents that end up almost identical in the adult are constructed
by entirely di�erent mechanisms in the embryo.5 For distant relationships
divergent mechanismsfor constructingcommonstructuresmay beattributed
to \convergent evolution," but for closerelatives it is more likely evidence
for separationof levelsof detail, in which the result is speci�ed in a way that
is somewhatindependent of the way it is accomplished.

Compartmen ts and localization

Every cell in our bodiesis a descendant of a singlezygote. All the cellshave
exactly the samegenetic endowment (about 1GByte of ROM!). However
there are skin cells,neurons,musclecells,etc. The cellsorganizethemselves
to be discrete tissues,organs,and organ systems. This is possiblebecause
the way a cell di�erentiates and specializesdependson its environment. Al-
most all metazoanssharehomeobox genes,such as the Hox complex. Such
genesproduce an approximate coordinate systemin the developing animal,
separatingthe developing animal into distinct locales.6 The localesprovide
context for a cell to di�erentiate. And information derived from contact with
its neighbors producesmore context that selectsparticular behaviors from

5The cornea of a chick and the cornea of a mouseare almost identical, but the mor-
phogenesisof thesetwo are not at all similar: the order of the morphogeneticevents is not
even the same. Bard [4] section 3.6.1 reports that having divergent methods of forming
the samestructures in di�eren t speciesis common. He quotesa number of examples.One
spectacular caseis that the frog Gastrotheca riobambae (recently discovered by delPino
and Elinson [7]) developsordinary frog morphology from an embryonic disk, whereasother
frogs develop from an approximately spherical embryo.

6This is a very vague description of a complex processinvolving gradients of mor-
phogens. I do not intend to get more precisehere, as this is not a paper about biology,
but rather about how biology informs engineering.
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the possiblebehaviors that are available in its geneticprogram.7

This kind of organization has certain clear advantages. Flexibilit y is
enhancedby the fact that the signalingamongcellsis permissive rather than
instructive. That is, the behaviors of cells are not encoded in the signals;
they are separatelyexpressedin the genome. Combinations of signals just
enablesomebehaviors and disableothers. This weaklinkageallows variation
in the implementation of the behaviors that are enabledin various locales
without modi�cation of the mechanism that de�nes the locales. So systems
organizedin this way are evolvable in that they can accomodate adaptive
variation in some localeswithout changing the behavior of subsystemsin
other locales.

Good engineeringhasa similar 
a vor, in that good designsare modular.
Considerthe designof a radio receiver. There areseveral grand \b ody plans"
that have beendiscovered, such as direct conversion,TRF (tuned radio fre-
quency), and superheterodyne. Each has a sequenceof locales,de�ned by
the engineeringequivalent of a Hox complex, that patterns the systemfrom
the antenna to the output transducer. For example,a superheterodyne has
the following locales:

Antenna : RF : Converter : IF : Detector : AF : Transducer

Each localecan be instantiated in many possibleways. The RF sectionmay
be just a �lter, or it may be an elaborate �lter and ampli�er combination.
Indeed,somesectionsmay be recursively elaborated (as if the Hox complex
were duplicated!) to obtain multiple-conversion receivers.

Of course,unlike biologicalmechanisms,in analogelectronicsthe compo-
nents are usually not universal in that each component can, in principle, act
asany other component. But in principle there are universalelectrical build-
ing blocks (programmablecomputerwith analoginterfacesfor example!). For
low-frequencyapplications one can build analog systemsfrom such blocks.
If each block had all of the code required to be any block in the system,but
was specializedby interactions with its neighbors, and if there were extra
unspecialized \stem cells" in the package, then we could imagine building
self-recon�guring and self-repairinganalogsystems.

7We have investigated someof the programming issuesinvolved in this kind of devel-
opment in our Amorphous Computing project.[2]
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The structure of compartments in biological systemsis supported by an
elaborate infrastructure. One important component of this infrastructure
is the abilit y to dynamically attach tags to materials being manipulated.
For example,in eukaryotic cells,proteins are constructedwith tags describ-
ing their destinations. [19] For example, a transmembrane protein, which
may be part of an ion-transport pore, is directed to the plasmamembrane,
whereassomeother protein might be directed to the golgi apparatus. There
are mechanisms in the cell (themselves made up of assemblies of proteins)
to recognizethese tags and e�ect the transport of the parts to their des-
tinations. Tagging is also used to clean up and disposeof various wastes,
such as protein moleculesthat did not fold correctly or that are no longer
needed.Such proteins are tagged(ubiquinated) and carried to a proteasome
for degradation.

This structure of compartments is also supported at higher levels of or-
ganization. There are tissuesthat are specializedto becomeboundariesof
compartments, and tubes that interconnect them. Organs are bounded by
such tissuesand interconnectedby such tubes, and the entire structure is
packagedto �t into coelems,which are cavities lined with specializedtissues
in higher organisms.

Defense, repair, and regeneration

Biological systemsare always under attack from predators, parasites, and
invaders. They have developed elaborate systemsof defense,ranging from
restriction enzymes8 in bacteria to the immune systemsof mammals. Ad-
vancedsystemsdependon continuousmonitoring of the externaland internal
environment, and mechanismsfor distinguishing self from other.

In a complexorganismderived from a singlezygoteevery cell is, in prin-
ciple, able to perform the functions of every other cell. Thus there is redun-
dancy in numbers. But even more important is the fact that this provides
a mechanism for repair and regeneration.A complexorganismis a dynami-
cally recon�gurable structure madeout of potentially universal interchange-

8A restriction enzymecuts DNA moleculesat particular sites that are not part of the
genomeof the bacterium, thus providing somedefenseagainst viruses that may contain
such sites in their genome. One could imagine an analogouscomputational engine that
stops any computation containing a sequenceof instructions that does not occur in the
code of the operating system. Of course,a deliberately constructed virus (biological or
computational) may be designedto elude any such simple restriction-enzyme structure.
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able and reproducible parts: if a part is damaged,nearby cells can retarget
to �ll in the gap and take on the function of the damagedpart.

The computer software industry has only recently begun to understand
the threats from predators, parasites,and invaders. The early software sys-
tems were built to work in friendly, safeenvironments. But with the glob-
alization of the network and the development of economicstrategies that
depend on attacking and coopting vulnerable systems,the environment has
changedto a substantially hostile one. Current defenses,such as antivirus
and antispam software, are barely e�ective in this environment (although
there are signi�cant attempts to develop biologically-inspiredcomputer \im-
mune systems").

One seriousproblem is monoculture. Almost everyone usesthe same
computer systems,greatly increasingthe vulnerability. In biological systems
there aregiant neutral spaces,allowing great variation with negligiblechange
in function: humanscan have one of several blood types; there are humans
of di�erent sizes,shapes,colors,etc. But they are all human. They all have
similar capabilities and can all live in a great variety of environments. They
communicate with language!However, not all humanshave the samevulner-
abilities: peopleheterozygousfor the sickle-cell trait have someresistanceto
malaria.

In our engineeredsystemswehavenot, in general,takenadvantageof this
kind of diversity. We have not yet madeuseof the diversity that is available
in alternate designs,or even usedthe variation that is available in silent mu-
tations. Part of the reasonis that there is economy in monoculture. But this
economy is short-sighted and illusory, becauseof the extreme vulnerability
of monoculture to deliberate and evolved attack.

Biological systemshave substantial abilities to repair damage,and, in
some cases,to regeneratelost parts. This abilit y requires extensive and
continuous self-monitoring, to notice the occurrenceof damageand initiate
a repair process. It requiresthe abilit y to mobilize resourcesfor repair and
it requiresthe information about how the repair is to be e�ected.

Systemsthat build structure usingexploratory behavior caneasilybe co-
opted to suppport repair and regeneration. However, it is still necessaryto
control the exploratory proliferation to achieve the desiredend state. This
appearsto be arrangedwith homeostaticconstraint mechanisms. For exam-
ple, a wound may require the production of new tissue to replace the lost
material. The new tissue needsto be supplied with oxygen and nutrients,
and it needswastesremoved. Thus it must be provided with new capillar-
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ies that correctly interconnect with the circulatory system. Cells that do
not get enoughoxygen producehormonesthat stimulate the proliferation of
blood vesselsin their direction. Thus, the mechanisms that build the cir-
culatory system need not know the geometry of the target tissues. Their
critical mission is achieved by exploration and local constraint satisfaction.
Such mechanismssupport both morphogenesisin the embryo and healing in
the adult.

There are very few engineeredsystemsthat have substantial abilit y for
self-repairandregeneration.High-quality operating systemshave\�le-system
salvagers" that check the integrity of the �le systemand useredundancyin
the �le systemto repair broken structures and to regeneratesomelost parts.
But this is an exceptionalcase.How canwemake this kind of self-monitoring
and self-repair the rule rather than the exception?

In both cases,defenseand repair, a key component is awareness|the
abilit y to monitor the environment for imminent threats and one's self for
damage.

Comp osition

Large systemsare composed of many smaller components, each of which
contributes to the function of the whole either by directly providing a part
of that function or by cooperating with other components by being inter-
connectedin somepattern speci�ed by the system architect to establish a
required function. A central problem in systemengineeringis the establish-
ment of interfacesthat allow the interconnectionof components so that the
functionsof thosecomponents canbecombined to build compound functions.

For relatively simplesystemsthe systemarchitect may make formal spec-
i�cations for the variousinterfacesthat must besatis�ed by the implementers
of the components to be interconnected.Indeed,the amazingsuccessof elec-
tronics is basedon the fact that it is feasible to make such speci�cations
and to meet them. High-frequencyanalogequipment is interconnectedwith
coaxial cable with standardized impedancecharacteristics, and with stan-
dardizedfamiliesof connectors.[3] Both the function of a component and its
interface behavior can usually be speci�ed with only a few parameters.[14]
In digital systemsthings are even more clear. There are static speci�cations
of the meaningsof signals(the digital abstraction). There aredynamic speci-
�cations of the timing of signals.[32] And there aremechanical speci�cations
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of the form-factors of components.9

Unfortunately, this kind of a priori speci�cation becomesprogressively
moredi�cult as the complexity of the systemincreases.10 The speci�cations
of computer software components are often enormouslycomplicated. They
aredi�cult to construct and it is even moredi�cult to guaranteecompliance
with such a speci�cation. Many of the fragilities associated with software are
due to this complexity.

By contrast, biology constructssystemsof enormouscomplexity without
very large speci�cations. The human genomeis about 1 GByte. This is
vastly smaller than the speci�cations of a major computer operating system.
How could this possiblywork? We know that the variouscomponents of the
brain are hooked together with enormousbundles of neurons,and there is
nowherenearenoughinformation in the genometo specify that interconnect
in any detail. What is likely is that the various parts of the brain learn to
communicate with each other, basedon the fact that they shareimportant
experiences.So the interfacesmust be self-con�guring, basedon somerules
of consistency, information from the environment, and extensive exploratory
behavior. This is pretty expensive in boot-up time (it takes someyears to
con�gure a working human) but it provides a kind of robustnessthat is not
found in our engineeredentities to date.

The Cost

\T o the optimist, the glassis half full. To the pessimist, the glass
is half empty. To the engineer,the glassis twice as big as it needsto
be."

9The TTL Data Book for Design Engineers [31] is a classicexampleof a successfulset
of speci�cations for digital-system components. It speci�es several internally consistent
\families" of small-scaleand medium-scaleintegrated-circuit components. The families
di�er in such characteristics as speed and power dissipation, but not in function. The
speci�cation describesthe static and dynamic characteristics of each family, the functions
available in each family, and the physical packaging for the components. The families are
crossconsistent as well as internally consistent in that each function is available in each
family, with the samepackaging and a consistent nomenclature for description. Thus a
designermay designa compound function and later choosethe family for implementation.
Every good engineer(and biologist!) should be familiar with the lessonsin the TTL Data
Book.

10We could specify that a chess-playing program plays a legal game|that it doesn't
cheat, but how would one begin to specify that it plays a good gameof chess?
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Unfortunately, generality and evolvabilit y require redundancy, degener-
acy, and exploratory behavior. Theseare expensive, when looked at in iso-
lation. A mechanism that works over a wide range of inputs must do more
to get the same result as a mechanism specialized to a particular input.
A redundant mechanism has more parts than an equivalent non-redundant
mechanism. A degeneratemechanism appearseven more extravagant. Yet
these are ingredients in evolvable systems. To make truly robust systems
we must be willing to pay for what appearsto be a rather elaborate infras-
tructure. The value, in enhancedadaptability, may be even more extreme.
Indeed,the costof our brittle infrastructure probably greatly exceedsthe cost
of a robust design,both in the cost of disastersand in the lost opportunit y
costsdue to the time of redesignand rebuilding.

The problem with correctness

But there may be an even bigger cost to building systemsin a way that
givesthem a rangeof applicablity greater than the set of situations that we
have consideredat design time. Becausewe intend to be willing to apply
our systemsin contexts for which they werenot designed,we cannot be sure
that they work correctly!

We are taught that the \correctness" of software is paramount, and that
correctnessis to be achieved by establishingformal speci�cation of compo-
nents and systemsof components and by providing proofs that the speci�-
cations of a combination of components are met by the speci�cations of the
components and the pattern by which they are combined. I assertthat this
discipline enhancesthe brittleness of systems. In fact, to make truly robust
systemswe must discard such a tight discipline.

The problem with requiring proofs is that it is usually harder to prove
generalpropertiesof generalmechanismsthan it is to provespecialproperties
of specialmechanismsusedin constrainedcircumstances.This encouragesus
to make our parts and combinations asspecial aspossiblesowe can simplify
our proofs.

I am not arguing against proofs. They are wonderful when available.
Indeed, they are essential for critical system components, such as garbage
collectors(or ribosomes!).However, even for safety-critical systems,such as
autopilots, the restriction of applicability to situations for which the systemis
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provably correct asspeci�ed may actually contribute to unnecessaryfailure.
Indeed, we want an autopilot to make a good-faith attempt to safely 
y an
airplane that is damagedin a way not anticipated by the designer!

I am arguing against the discipline of requiring proofs: The requirement
that everything must be proved to be applicable in a situation before it is
allowed to be usedin that situation excessively inhibits the useof techniques
that could enhancethe robustnessof designs.This is especially true of tech-
niquesthat allow a method to be used,on a tight leash,outsideof its proven
domain, and techniques that provide for future expansionwithout putting
limits on the ways things can be extended.

Unfortunately, many of the techniques I advocate make the problem of
proof much more di�cult, if not practically impossible. On the other hand,
sometimesthe best way to attack a problem is to generalizeit until the proof
becomessimple.

Infrastructure to Supp ort Generalizabilit y

We want to build systemsthat can be easilygeneralizedbeyond their initial
use. Let's consider techniques that can be applied in software design. I
am not advocating a grand schemeor language,such asPlanner, but rather
infrastructure for integrating each of thesetechniqueswhen appropriate.

Generalit y of parts

The most robust systemsare built out of families of parts, whereeach part
is of very generalapplicability. Such parts have acceptablebehavior over a
much wider classof conditions than is neededfor any particular application.
If, for example,we have parts that produceoutputs for given inputs, we need
the rangeof acceptableinputs for which the outputs are sensibleto be very
broad. To usea topologicalmetaphor, the classof acceptableinputs for any
component usedin a solution to a current problem should be an \op en set"
surroundingthe inputs it will encounter in actual usein the current problem.

Furthermore, the range of outputs of the parts over this wide range of
inputs should be quite small and well de�ned: much smaller than the range
of acceptableinputs. This is analogousto the static discipline in the digi-
tal abstraction that we teach to students in introductory computer systems
subjects.[32] The power of the digital abstraction is that the outputs are al-
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ways better than the acceptableinputs, so it suppressesnoise. Using more
generalparts builds a degreeof 
exibilit y into the entire structure of our
systems. Small perturbations of the requirements can be adjusted to with-
out disaster, becauseevery component is built to accept perturbed (noisy)
inputs.

There are a variety of techniquesto help us make families of components
that are more generalthan we anticipate needingfor the applications under
considerationat the time of the designof the components. Thesetechniques
are not new. They are commonly used,often unconsciously, to help us con-
quer someparticular problem. However, we have no uni�ed understanding
or commoninfrastructure to support their use. Furthermore, we have devel-
oped a culture that considersmany of thesetechniquesdangerousor dirt y.
It is my intention to exposethesetechniquesin a uni�ed context so we can
learn to exploit them to make more robust systems.

Extensible generic operations

One good idea is to build a systemon a substrate of extensiblegenericop-
erators. Modern dynamically typed programming languagesusually have
built-in arithmetic that is genericover a variety of typesof numerical quanti-
ties, such asintegers,
oats, rationals, and complexnumbers.[28, 15,24]This
is already an advantage, but it surely complicatesreasoningand proofs and
it makesthe implementation much morecomplicatedand somewhatlesse�-
cient than simpler systems.However, I am consideringan even moregeneral
scheme, where it is possibleto de�ne what is meant by addition, multipli-
cation, etc., for new datatypesunimaginedby the languagedesigner.Thus,
for example,if the arithmetic operators of a systemare extensiblegenerics,
a user may extend them to allow arithmetic to be extendedto quaternions,
vectors, matrices, integers modulo a prime, functions, tensors, di�erential
forms, . . . . This is not just making new capabilities possible;it alsoextends
old programs,so a program that was written to manipulate simple numeri-
cal quantities may becomeuseful for manipulating scalar-valued functions.11

11A mechanism of this sort is implicit in most \ob ject-oriented languages," but it is
usually buried in the details of ontological mechanismssuch as inheritance. The essential
idea of extensible genericsappears in SICP [1] and is usefully provided in tinyCLOS [18]
and SOS [12]. A system of extensible generics,basedon predicate dispatching, is used
to implement the mathematical representation system in SICM [30]. A nice exposition of
predicate dispatching is given by Ernst [9].
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However, there is a risk. A program that dependson the commutativit y of
numerical multiplication will certainly not work correctly for matrices. (Of
course,a program that dependson the exactnessof operations on integers
will not work correctly for inexact 
oating-p oint numberseither.) This is ex-
actly the risk that comeswith evolution|some mutations will be fatal! But
that risk must be balancedagainst the costof not trying to usethe program,
in a pinch.

On the other hand, somemutations will beextremelyvaluable. For exam-
ple, it is possibleto extend arithmetic to symbolic quantities. The simplest
way to do this is to make a genericextensionto all of the operators to take
symbolic quantities as arguments and return a data structure representing
the indicated operation on the arguments. With the addition of a simpli�er
of algebraicexpressionswe suddenly have a symbolic manipulator. This is
very useful in debuggingpurely numerical calculations, becauseif they are
given symbolic arguments we canexaminethe resulting symbolic expressions
to make surethat the program is calculating what we intend it to. It is also
the basisof a partial evaluator for optimization of numerical programs. And
functional di�erentiation can be viewed as a genericextensionof arithmetic
to a hyperreal datatype.12

Extensible genericoperations are not for the faint of heart. The abilit y
to extend operators after the fact gives both extreme 
exibilit y and whole
new classesof bugs! It is probably impossibleto prove very much about a
program when the primitiv e operations can be extended,except that it will
work when restricted to the types it was de�ned for. This is an easybut
dangerouspath for generalization.

Extensible genericoperations, and the interoperation of interpreted and
compiledcode, imply that data must be taggedwith the information required
to decidewhich proceduresare to be used for implementing the indicated
operations. But oncewe have the abilit y to tag data there are other uses
tags can be put to. For example,we may tag data with its provenance,or
how it was derived, or the assumptionsit was basedon. Such audit trails
may be essential for accesscontrol, for tracing the useof sensitive data, or
for debuggingcomplexsystems.[33] Thus we can get power by being able to
attach arbitrary tags to any data item, besidesthe tags usedfor determining
generics.

12The scmutils system we use to teach classicalmechanics [30] implements di�eren ti-
ation in exactly this way.
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Generate and test

We normally think of generateand test, and its extremeusein search, asan
AI technique. However, it can be viewed as a way of making systemsthat
are modular and independently evolvable, as in the exploratory behavior of
biological systems. Consider a very simple example: suppose we have to
solve a quadratic equation. There are two roots to a quadratic. We could
return both, and assumethat the userof the solution knows how to dealwith
that, or we could return one and hope for the best. (The canonical sqr t
routine returns the positive squareroot, even though there are two square
roots!) The disadvantage of returning both solutions is that the receiver of
that result must know to try his computation with both and either reject one,
for good reason,or return both results of his computation, which may itself
have madesomechoices.The disadvantage of returning only onesolution is
that it may not be the right one for the receiver's purpose.

A better way to handle this is to build a backtracking mechanism into
the infrastructure.[10, 13,21, 1] The square-root procedureshouldreturn one
of the roots, with the option to change its mind and return the other one
if the �rst choice is determined to be inappropriate by the receiver. It is,
and should be, the receiver's responsibility to determine if the ingredients
to its computation are appropriate and acceptable. This may itself require
a complex computation, involving choiceswhoseconsequencesmay not be
apparent without further computation, sothe processis recursive. Of course,
this getsus into potentially deadly exponential searchesthrough all possible
assignments to all the choicesthat have beenmadein the program. As usual,
modular 
exibilit y can be dangerous.

But if the choice mechanism attaches a tag describing its state to the
data it selects,and if the primitiv e operations that combine data combine
these tags correctly, one can always tell which choicescontributed to any
particular piece of data. With such a system, search can be optimized so
that only relevant choicesmust be consideredin any particular backtrack.
This is the essenceof dependency-directedbacktracking. [27, 11, 20, 29] If
such a systemis built into the infrastructure then exploratory behavior canbe
ase�cien t asany explicit manipulation of setsof choices,without a program
having to know which contributors of data to its inputs are actually setsof
possibilities. It does, however, incur the overheadof a program testing for
consistencyof its results and rejecting them if necessary. Of course,this is
important in any systemintended to be reliable as well as robust.
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Constrain ts generalize pro cedures

Consideran explicit integrator for a systemof ordinary di�erential equations,
such asthe Bulirsch-Stoer algorithm.[6, 23] The description of the ODEs for
such an integrator is a system-derivative procedure that takes a state of
the system and gives back the derivative of the state. For example, the
system derivative for a driven harmonic oscillator takes a structure with
components the time, the position, and the velocity and returns a vector of 1
(dt/dt), the velocity, and the acceleration. The systemderivative has three
parameters: the damping constant, the squareof the undamped oscillatory
frequency, and the drive function. The natural frequenciesaredeterminedby
a quadratic in the �rst two parameters. The sum of the natural frequencies
is the damping constant and the product of the natural frequenciesis the
squareof the undamped oscillatory frequency. We can also de�ne a Q for
such a system. In any particular physical system,such as a series-resonant
circuit, there are relationshipsbetweentheseparametersand the inductance,
the capacitance,and the resistanceof the circuit. Indeed, one may specify
the system derivative in many ways, such as the oscillatory frequency, the
capacitance,and the Q. There is no reasonwhy this should be any harder
than specifying the inductance, the resistance,and the capacitance.

If we have a set of quantities and relations among them we can build a
constraint network that will automatically derivesomeof the quantities given
the valuesof others. By including the parametersof the systemderivative in
a constraint network wegreatly increasethe generality of its application with-
out any lossof e�ciency for numerical integration. An addedbene�t is that
we can usethe constraint-propagation processto give us multiple alternative
viewsof the mechanism being simulated: we can attach a spring, mass,and
dashpot constraint network to our seriesRLC constraint network and think
about the inertia of the current in our inductor. The infrastructure needed
to support such a constraint-directed invocation mechanism is inexpensive,
and the truth-main tenancesystemneededto track the dependenciesis the
samemechanismneededto implement the dependency-directedbacktracking
described above.

But constraints give us more than a support for generality. Constraints
that dynamically test the integrity of data structures and hardware can be
usedto notice and signal damage.Such mechanismsmay be able to encap-
sulatedamagesothat it doesnot spread,and trigger defensemechanismsto
�gh t the damagingagent. Also, if we make systemsthat build themselves
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using generate-and-testmechanisms controlled by constraints that enforce
requirements on the structure of the result we can build systemsthat can
repair someforms of damageautomatically.

Degeneracy in engineering

In the designof any signi�cant systemthere are many implementation plans
proposedfor every component at every level of detail. However, in the system
that is �nally delivered this diversity of plans is lost and usually only one
uni�ed plan is adoptedand implemented. As in an ecologicalsystem,the loss
of diversity in the traditional engineeringprocesshasseriousconsequences.

We rarely build degeneracyinto programs,partly becauseit is expensive
and partly becausewe have no formal mechanisms for mediating its use.
However, there is a mechanismfrom the AI problem-solvingworld for degen-
eratedesigns:goal-directedinvocation. The idea is that insteadof specifying
\how" wewant a goalaccomplished,by naminga procedureto accomplishit,
we specify \what" we want to accomplish,and we link proceduresthat can
accomplishthat goal with the goal. This linkageis often donewith pattern
matching, but that is accidental rather than essential.

If there is morethan oneway to accomplishthe goal, then the choiceof an
appropriate procedureis a choicepoint that can be registeredfor backtrack-
ing. Of course,besidesusinga backtrack search for choosinga particular way
to accomplisha goal there areother ways that the goalcan invoke degenerate
methods. For example,we may want to run several possibleways to solve a
problem in parallel, choosingthe one that terminates �rst.

Supposewe have several independently implemented proceduresall de-
signed to solve the same(imprecisely speci�ed) general classof problems.
Assumefor the moment that each design is reasonablycompetent and ac-
tually works correctly for most of the problems that might be encountered
in actual operation. We know that we can make a more robust system by
combining the given proceduresinto a larger systemthat independently in-
vokeseach of the given proceduresand comparestheir results, choosing the
best answer on every problem. If the combination has independent ways of
determining which answers are acceptablewe are in very good shape. But
even if we are reducedto voting, we get a systemthat can reliably cover a
larger spaceof solutions. Furthermore, if such a system can automatically
log all caseswhereone of the designsfails, the operational feedback can be
usedto improve the performanceof the procedurethat failed.
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This degeneratedesignstrategy can be usedat every level of detail. Ev-
ery component of each subsystemcan itself be so redundantly designedand
the implementation can be structured to use the redundant designs. If the
component poolsare themselvessharedamongthe subsystems,we get a con-
trolled redundancythat is quite powerful. However, we can do even better.
We can provide a mechanism for consistencychecking of the intermediate
results of the independently designedsubsystems,even when no particular
value in onesubsystemexactly corresponds to a particular value in another
subsystem.

For a simpleexample,supposewe have two subsystemsthat are intended
to deliver the sameresult, but computed in completely di�erent ways. Sup-
posethat the designersagreethat at somestagein one of the designs,the
product of two of the variables in that designmust be the sameas the sum
of two of the variables in the other design.13 There is no reasonwhy this
predicateshouldnot be computedassoon asall of the four valuesit depends
upon becomeavailable, thus providing consistencychecking at run time and
powerful debugginginformation to the designers.This canbe arrangedusing
a locally embeddedconstraint network.

Again, if we make systemsthat build themselvesusing generate-and-test
mechanismscontrolled by constraints that enforcerequirements on the struc-
ture of the result, we will get signi�cant natural degeneracy, becausethere
will in generalbe multiple proposalsthat are acceptedby the constraints.
Also, becauseof the environmental di�erencesamongthe instancesof the sys-
tems to be built we will automatically get variation from systeminstanceto
systeminstance. This neutral spacevariation will give substantial resistance
to invasion.

Infrastructure to Supp ort Robustness
and Evolvabilit y

Com binators

If the systemswe build are madeup from members of a family of mix-and-
match components that combine to make new members of the family (by

13This is actually a real case: in variational mechanics the sum of a Lagrangian for
a system and the Hamiltonian related to it by a Legendre transformation is the inner
product of the generalizedmomentum 1-form and the generalizedvelocity vector.[30]
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obeying a predeterminedstandard protocol of interconnect), bigger pertur-
bations of the requirements are more easily addressedby rearrangement of
high-level components.

But how do we arrange to build our systemsby combining elements of
a family of mix-and-match components? One method is to identify a set of
primitiv e components and a set of combinators that combine components so
as to make compound components with the sameinterface as the primitiv e
components. Such setsof combinators aresometimesexplicit, but moreoften
implicit, in mathematical notation.

The useof functional notation is just such a discipline. A function hasa
domain, from which its arguments are selected,and a range of its possible
values. There are combinators that produce new functions as combinations
of others. For example,the composition of functions f and g is a newfunction
that takes arguments in the domain of g and producesvalues in the range
of f. If two functions have the samedomain and range,and if arithmetic is
de�ned on their commonrange,then we can de�ne the sum (or product) of
the functions as the function that when given an argument in their common
domain, is the sum (or product) of the valuesof the two functions at that
argument. Languagesthat allow �rst-class proceduresprovide a mechanism
to support this meansof combination, but what really matters is a good
family of pieces.

There are entire families of combinators that we can usein programming
that we don't normally think of. Tensorsarean extensionof linear algebrato
linear operatorswith multiple arguments. But the idea is more generalthan
that: the \tensor combination" of two proceduresis just a new procedure
that takesa data structure combining arguments for the two procedures.It
distributes those arguments to the two procedures,producing a data struc-
ture that combines the valuesof the two procedures.The needto unbundle
a data structure, operate on the parts separately, and rebundle the results
is ubiquitous in programming. There are many such common patterns. It
is to our advantage to exposeand abstract theseinto a common library of
combinators.

We may useconstraints when we model physical systems. Physical sys-
tems have conservation laws that are expressedin terms of dual variables,
such as torque and angular velocity, or voltage and current. Primitiv e con-
straints and combinators for such systemsare a bit more complex,but some
have beenworked out in detail. For example, the wonderful mar tha sys-
tem of Pen�eld gives a complete set of combinators for electrical circuits
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represented in terms of parts with two-terminal ports. [22]

Contin uations

There are now computer languagesthat provide accessto �rst-class contin-
uations. This may seemto be a very esotericconstruct, when introducedin
isolation, but it enablesa variety of control structures that can be employed
to substantially improve the robustnessof systems.

A continuation is a captured control state of a computation.14 If a con-
tinuation is invoked, the computation continuesat the placerepresented by
the continuation. A continuation may represent the act of returning a value
of a subexpressionto the evaluation of the enclosingexpression. The con-
tinuation is then a procedurethat when invoked returns its argument to the
evaluation of the enclosingexpressionas the value of the subexpression.A
continuation is a �rst-class object that can be passedas an argument, re-
turned asa value, and incorporated into a data structure. It can be invoked
multiple times, allowing a computation to be resumedat a particular point
with di�erent valuesreturned by the continuation.

Continuations give the programmer explicit control over time. A com-
putation can be captured and suspendedat one moment and restored and
continued at any future time. This immediately provides coroutines(coop-
erative multitasking), and with the addition of a timer interrupt mechanism
we get timesharing (preemptive multitasking).

Backtrac king and concurrency

Continuations are a natural mechanism to support backtracking. A choice
can be made,and if that choiceturns out to be inappropriate, an alternative
choice can be made and its consequencesworked out. (Wouldn't we like
real life to have this feature!) So, in our square-root example, the square-
root program should return the amb of both squareroots, whereamb is the
operator that choosesand returns one of them, with the option to provide
the other if the �rst is rejected. The receiver can then just proceedto usethe
given solution, but if at somepoint the receiver �nds that its computation

14This control state is not to be confused with the full state of a system. The full
state is all the information required, along with the program, to determine the future of
a computation. It includes all of the current values of mutable variables and data. The
continuation doesnot capture the current valuesof mutable variables and data.
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does not meet someconstraint it can f ail , causing the amb operator to
reviseits choiceand return with the new choicethrough its continuation. In
essence,the continuation allows the generatorof choicesto coroutine with
the receiver/tester of the choices.

If there are multiple possibleways to solve a subproblem,and only some
of them are appropriate for solving the larger problem, sequentially trying
them as in generate-and-testis only one way to proceed. For example, if
someof the choiceslead to very long (perhapsin�nite) computations in the
tester while others may succeedor fail quickly, it is appropriate to allocate
each choice to a thread that may run concurrently. This requires a way
for threads to communicate and perhaps for a successfulthread to kill its
siblings. All of this can be arrangedwith continuations, with the thread-to-
thread communications organizedaround transactions.

Arbitrary association

The abilit y to annotate any pieceof data with other data is a crucial mecha-
nism in building robust systems.The attachment of metadatais a generaliza-
tion of the tagging usedto support extensiblegenericoperations. Additional
tags, labeling the data with the choicesleadingto its derivation, may beused
to support dependency-directedbacktracking. Sometimesit is appropriate
to attach a detailed audit history, describingthe derivation of a data item,
to allow somelater processto usethe derivation for somepurposeor to eval-
uate the validit y of the derivation for debugging. For many missions,such
as legal arguments, it is necessaryto know the provenanceof data: where
it was collected, how it was collected, who collected it, how the collection
was authorized, etc. The detailed derivation of a pieceof evidence,giving
the provenanceof each contribution, may be essential to determining if it is
admissablein a trial.

Associations of data items can be implemented by many mechanisms,
such as hash tables. But the implementation may be subtle. For example,
the costof a product will in generaldependon di�erent assumptionsthan the
shipping weight of the product, which may have the samenumerical value.
If the computational systemdoesnot have a di�erent token for each of these
two equalnumbers, the systemdoesnot have a way of hangingdistinct tags
on them.

21



Dynamically con�gured in terfaces

How can entities talk when they don't sharea commonlanguage?A compu-
tational experiment by SimonKirb y hasgiven us an inkling of how language
may have evolved. In particular, Kirb y [16] showed, in a very simpli�ed sit-
uation, that if we have a community of agents that share a few semantic
structures (perhapsby having commonperceptualexperiences)and that try
to make and use rules to parse each other's utterances about experiences
they have in common,then the community eventually convergesso that the
members share compatible rules. While Kirb y's experiment is very primi-
tive, it doesgive us an idea about how to make a generalmechanism to get
disparatemodules to cooperate.

JacobBeal [5] extendedand generalizedthe work of Kirb y. He built and
demonstrateda systemthat allowed computational agents to learn to com-
municate with each other through a sparsebut uncontrolled communication
medium. The medium hasmany redundant channels,but the agents do not
havean orderingon the channels,or evenan abilit y to namethem. Neverthe-
less,employing a coding schemereminiscent of Calvin Mooers'sZatocoding
(an early kind of hash coding), where descriptorsof the information to be
retrieved are represented in the distribution of notcheson the edgeof a card,
Mr. Bealexchangesthe sparsenessand redundancyof the mediumfor reliable
and recon�gurable communications of arbitrary complexity. Beal's scheme
allows multiple messagesto be communicated at once,by superposition, be-
causethe probability of collision is small. Beal has shown us new insights
into this problem, and the results may be widely applicable to engineering
problems.

Conclusion

Seriousengineeringis only a few thousand yearsold. Our attempts at de-
liberately producing very complexrobust systemsare immature at best. We
have yet to glean the lessonsthat biological evolution has learned over the
last few billion years.

We have beenmore concernedwith e�ciency and correctnessthan with
robustness.This is sensiblefor developingmission-critical systemsthat have
barely enoughresourcesto perform their function. However, the rapid ad-
vanceof microelectronicshasalleviated the resourceproblem for most appli-
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cations. Our increasingdependenceon computational and communications
infrastructure, and the development of ever more sophisticatedattacks on
that infrastructure, make it imperative that we turn our attention to robust-
ness.

I am not advocating biomimetics; but observations of biological systems
give us hints about how to incorporate principles of robustnessinto our en-
gineering practice. Many of theseprinciples are in direct con
ict with the
establishedpracticesof optimization and proofs of correctness.

As part of the continuing work to build arti�cially intelligent symbolic
systemswe have, incidentally, developed technologicaltools that canbe used
to support principles of robust design. For example,rather than thinking of
backtracking as a method of organizingsearch we can employ it to increase
the generalapplicability of components in a complexsystemthat builds itself
to meet certain constraints. I believe that we can pursuethis new synthesis
to get better hardware/software systems.
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